
 
 
 
POSITION:  REDTEAM EVALUATOR (PENETRATION TESTER) 
 
Freedom Consulting LLC is committed to helping corporate and government entities protect their 
most valuable assets.  We are a US based security consultancy that specializes in physical security, 
penetration testing, intelligence-based advisory services and advanced security training programs.  
To ensure the quality of these services, Freedom Consulting LLC relies on a staff of highly trained 
security consultants who share an unwavering commitment to satisfying clients’ needs. 
 
We are looking for experienced Red Team Penetration evaluators to join our team. This position 
must have prior experience infiltrating secure environments. The contractor shall collect vulnerability 
data and provide recommendations to corporate and government entities noted during penetration 
test.  The contractor shall provide written assessments, prepare reports and provide security policies 
recommended updates.   
 
RESPONSIBILITIES 

• Operate in a professional, business-centered environment where customer service, 
confidentially, and integrity are held to a high standard 

• Overcome perimeter security, intrusion alarms, motion detectors and/or bypass technical 
controls such as smart cards or proximity readers storing permissions and controlling access 
to secured locations  

• Identify potential weaknesses in organizations existing security system   
• Conduct a non-invasive, comprehensive assessment of all the current physical security 

controls in place at a facility or location 
• Conduct covert observations with photography to help identify physical security controls and 

monitor staff 
• Identify the physical security control flaws in a facility by attempting to gain access to critical 

infrastructures or executive areas in a control center and/or service center 
• Address identified physical security flaws and cooperate with the Client’s security team to 

define appropriate mitigation against threats 
• Create detailed reports with remediation based on the findings from the penetration test and 

deliver recommendations to the client on how to resolve issues found 
• Create and provide innovative security training material deliverable to the Client as directed 

 
REQUIRED QUALIFICATIONS 

• Undergraduate degree(s) from an accredited college or university in Counterintelligence, 
Criminal Justice, information Security or Computer Science will be accepted in lieu of 
extensive experience 

• Excellent interpersonal, verbal and written communication skills 
• Proficient in iOS, macOS, PC operating systems on stationary and mobile devices 
• Proficient in Microsoft Office programs to include Microsoft Word, Microsoft PowerPoint and 

Microsoft Excel 
• Ability to work independently with limited supervision and direction 
• Able to travel both domestically and internationally 



 
 

• Strong critical thinking skills and the ability to integrate security architecture and protocols  
• Excellent attention to detail skills 

 
DESIRED KNOWLEDGE / SKILLS / ABILITIES 

• Experience with threat environments and overseas security operations 
• Physical Security Professional (PSP) Certified  
• Experience with Closed-Circuit Television (CCTV) 
• Minimum 10 years of either military or law enforcement experience with demonstrated 

intelligence or security experience 

 
APPLY 
 
To apply for this position, visit https://fc-llc.org/join-our-team and submit your resume with cover 
letter. 


